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Title: 



Development of a Report on ‘the use of forensics to combat and  prevent identity-related crime’
Organisational Section/Unit: 
Laboratory and Scientific Section

United Nations Office on Drugs and Crime (UNODC)

Proposed period:

01 December 2009 – end February2010
Actual work time: 

20 working days (including participation in one Expert Group Meeting in Vienna in January 2010) 
1.
Background of the assignment
The 2007 United Nations study on ‘fraud and the criminal misuse and falsification of identity’ noted that both fraud and identity crime offences typically involve carefully planned schemes carried out by sophisticated offenders, who quickly adapt to exploit new technological developments to their advantage.  For instance, fraudulent travel and identity documents are integral prerequisites for human smuggling, human trafficking, terrorist mobility, and are also used to facilitate smuggling of drugs, weapons and other contraband.  Fraudulent documents are the grease that eases cross-border crime of all types. Therefore the study (and the established a core group of experts on identity-related crime at a later stage) highlighted the need to support the efforts of national law enforcement authorities to keep pace with these developments in order to adapt as required detection and identification techniques. To that end, the study recommended that materials for training law enforcement and other appropriate officials on fraud, identity crime and cybercrime be developed and shared, and that elements on related subjects be incorporated into other relevant training materials. 
In the recent resolution adopted at its 18th session, the Crime Commission requested UNODC to collect, develop and disseminate “technical assistance material for training, such as manuals, compilations of useful practices or guidelines or scientific, forensic or other reference materials for law enforcement officials and prosecution authorities in order to enhance their expertise and capacity to prevent and combat economic fraud and identity-related crime” (paragraph 7(b)). This mandate further specifies the more generic mandate contained in paragraph 5 of ECOSOC resolution 2004/26 which calls for the development of useful practices, guidelines or other materials in the prevention, investigation and prosecution of fraud and the criminal misuse and falsification of identity, taking into account and using the information gained by the 2007 U.N. study. 

A significant challenge is to develop reference and training materials that deal effectively with security and forensic issues relating to both paper and digital/electronic documents, records and data, and to build required forensic capacities. The use of forensics to combat and prevent identity-related crime and reference and training materials needed in this field will be further discussed and reviewed by the core group of experts on identity-related crime and forensic experts during its fourth meeting in Vienna from 18 to 22 January 2010 (session on forensics to be held on 21-22 January 2010).
The core group meeting will result in a Report on ‘The use of forensics to combat and prevent identity-related crime’. The report will be an additional tool in UNODC’s library of forensic publications, together with manuals and guidelines to set up best practice in building forensic science laboratories
, raising awareness on the importance of crime scene investigation and utilization of physical evidence
 and assessing forensic science services and infrastructure
. It will also be complemented by the development of a ‘Model Forensic Document Laboratory Guide’ (being developed  and to be published during the 1st quarter of 2010). 
2.
Purpose of the assignment
Under the substantive guidance of the relevant staff of the Laboratory and Scientific Section (LSS) and based on existing relevant documents from UNODC and other sources, the consultant will lead the development of a report on ‘The use of forensics to combat and prevent identity-related crime’ incorporating observations and recommendations of the core group on identity-related crime which will include, in its fourth session, forensic experts on document examinations and computer forensics. The development of the report will be done through a consultative process during the core group meeting and by correspondence.
The consultant is expected to liaise with the panel of experts prior the fourth meeting of the core group (if required), to draft a discussion paper on the subject as input to the meeting. The consultant will present  the paper during the meeting and moderate the discussion. The group will come up with a set of observations on the use of forensics to combat and prevent identity-related crime and recommendations on training and reference materials needed to assist law enforcement officials and prosecution authorities in their respective tasks.  The consultant will incorporate all relevant discussion points and recommendations into a  report to be circulated for peer review, and will work closely with UNODC’s LSS to finalize the report and outline training and reference materials recommended by the core group.
3.
Specific tasks to be performed by the consultant
In close collaboration with UNODC’s LSS, the consultant will carry out the following activities:

· Collate, review and analyze relevant existing materials.
· Write a discussion paper on ‘The use of forensics to combat and prevent identity-related crime’ and share it with UNODC (the discussion paper will be distributed to the core group prior to the meeting).
· Assist in identifying forensic experts for the fourth meeting of the core group.
· Participate in the core group meeting from 18 to 22 January 2010.

· Present the discussion paper and lead substantive discussions during the session on forensics during the meeting of the core group (Session on forensics of the fourth meeting of the core group on identity-related crime, 21-22 January 2010).

· Work with experts of the core group as well as with additional reviewers to ensure that views and inputs are incorporated into the final report.
· Finalize and prepare, jointly  with UNODC’s LSS, print-ready and edited report. 
· Outline, jointly with UNODC’s LSS, training and reference materials identified by core group meeting.
· Subject to satisfactory performance and the availability of additional funding, the consultancy may be extended to include a mission of approx. 10 days (February-March 2010, exact dates to be confirmed) to Latin American countries to assess the awareness of law enforcement, prosecutors as well as forensic personnel about the use of forensics to combat and prevent identity-related crime and the forensic facilities and capacities available in the region. Findings are to be compiled into a mission report. 
4.
Expected tangible and measurable output(s) 
A. The following materials should be delivered in written form:

· Discussion paper on ‘The use of forensics to combat and prevent identity-related crime’, as input to the meeting.
· Advanced draft of the report on ‘The use of forensics to combat and prevent identity-related crime’ for circulation after the meeting.
· Print-ready, edited, and expert-reviewed ‘Model Forensic Document Laboratory Guide’.
· Outline of the products identified in the report.
B. One meeting completed, 18 to 22 January 2010, in Vienna.
5.
Dates and details as to how the work must be delivered
· Discussion paper to be shared with UNODC LSS two weeks before the core group meeting. 
· Advanced draft of the report, incorporating outcomes of the meeting, to be shared with UNODC’s LSS two weeks after the meeting.

· Final report available by mid-February 2010.
Payment will be a lump sum of approx. US$ 12,000 (final amount to be determined according to UN Human Resources rules depending on the selected candidate). It will be effected in two installments. 
The lump sum includes travel expenses and daily subsistence allowance for participation in the fourth meeting of the core group on identity-related crime (Vienna, 18-22 January 2010). 
(UNODC will pay additional remuneration and cover the expenses for the assessment mission to Latin American countries.)
6.
Indicators to evaluate the consultant’s performance:

· Quality, comprehensiveness and timeliness of the background paper and final report.
· Quality of moderation and substantive discussion at the meeting.
7.
Qualifications/expertise sought (required educational background, years of

relevant work experience, other special skills or knowledge required):
· University degree in a relevant scientific field, such as forensic science. 

· Broad professional experience in forensic science with a focus on examinations of fraudulent identity documents and/or of digital / electronic devices (preferably both). 

· Professional experience in assessing forensic infrastructure needs, preferably including in countries with limited resources. 
· Fluency in English (given the possible extension of the consultancy and the mission to Latin America, fluency in Spanish is a strong asset).
· Excellent communication, English writing and editing skills. 

· Excellent organizational skills.

· Ability to work effectively in a multidisciplinary as well as a multicultural environment.

� Manual on ‘Staff Skill Requirements and Equipment Recommendations for Forensic Science Laboratories’


� Manual on ‘Crime Scene and Physical Evidence Awareness for Non-Forensic Personnel’


� Module on ‘Forensic Services and Infrastructure’ for a Criminal Justice Assessment Toolkit





Consultant ToRs

Laboratory and Scientific Section,  06/11/2009

- 3 -


